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= Compiling and debugging Linux kernel using
QEMU

= Creating image file for root file system

= Compiling and debugging uclibc dynamic linker
using QEMU

= Compiling and debugging u-boot using QEMU
= Some more on gdb
= Q&A



What is QEMU ?

= Processor emulator

= Emulates ARM, x86, powerpc, mips, SH ...
= Has a built-in GDB stub

= Getting QEMU

= http://bellard.org/gemu/

= Your favourite distribution might have already built it
for you


http://bellard.org/qemu/

Enable GDB stub

= Add -s and -S options while invoking QEMU

= -S enables the gdb stub

= -S instructs QEMU to stop after system restart
= Waits for gdb to connect



Compiling Kernel for QEMU

= Mainline kernel supports QEMU
= ARM versatilePB is supported

gemu-system-arm -M ?
= Use versatile configuration

make ARCH=arm versatile defconfig
make ARCH=arm CROSS COMPILE=arm-oe-

linux-uclibceabi- all

= Use compressed image 'zlmage' in
arch/arm/boot



Compiling Kernel for QEMU

= Do not forget to turn debugging on for better
experience

make ARCH=arm menuconfig

Kernel Hacking -->Compile the kernel
with debug info



Compile with debug informa

Kernel hacking
submenus --->. Highlighted letters are hotkeys. Pressing <
ch. Legend: [*] built-im [ ] excluded <=M> module < > modu.

_A{-]
[ ] Enable _ deprecated logic
[ 1 Enable _ must_check logic
(1024) Warn Tor stack Trames larger than (needs gcc 4.4)
-"- Magic SysRg key
[ ] Strip assembler-generated symbols during link
[*] Enmable unusedfobsolete exported symbols
-*- Debug Filesystem
[ ] Run "make headers_check' when building wmlinux
[*] Kernel debugging
[ ] Debug shared IRQ handlers
[*] Detect SoTt Lockups
[ | Panic (Reboot) On Soft Lockups
[*] Detect Hung Tasks
[ ] Panic (Reboot) Onm Hunmg Tasks
Collect scheduler debugging info
- Collect scheduler statistics
= Collect kernel timers statistics
Debug object operations
SLUB debugginmg on by default
Enable SLUB performance statistics
Kernel memory leak detector
RT Mutex debugging, deadlock detection
Built-in scriptable tester Tor rt-mutexes
Spinlock and rw-lock debugging: basic checks
Mutex debugging: basic checks
Lock debugging: detect incorrect Treeing of live locks
Lock debugging: prove locking correctness
Lock usage statistics
Spinlock debugging: sleep-inside-spinlock checking
Locking API boot-time self-tests
kobject debugging
Highmem debugging

»
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Debugging kernel

= gemu-system-arm -M versatilepb --snapshot -gdb tcp::1234 -s -S
-m 256 -kernel
/scratch/oe/gemuarm/deploy/uclibc/images/gemuarm/zImage—-
gemuarm.bin -hda
/scratch/oe/gemuarm/deploy/uclibc/images/gemuarm/console-
image-gemuarm.ext2 -usb -usbdevice wacom-tablet -nographic
—-no-reboot -localtime -append 'console=ttyAMAO console=ttyS0
root=/dev/sda rw debug user debug=-1' -net none



Debugging Kernel

= Start GDB in another window

/scratch/oe/gemuarm/cross/armvate/bin/arm-oe-linux-uclibceabi-gdb
/scratch/oe/gemuarm/work/gemuarm-oe-linux-uclibceabi/linux-rp-2.6.25+2.6.26-
rc4-r6/linux-2.6.25/vmlinux

= Connect to the waiting QEMU remotely

(gdb) target remote :1234
Remote debugging using :1234
0xc001eb30 in calibrate_delay ()

= Set breakpoints in the kernel start-up code
somewhere In start_kernel ()

(gdb) b pidmap_init



Useful breakpoints

= System-wide breakpoints to halt current thread
of execution
(gdb) b panic
Breakpoint 4 at Oxc030be54
(gdb) b sys_sync
Breakpoint 3 at OxcOOb3bd4



Debugging early startup

userspace with QEMU

= Dynamic linker is one of first userspace
program started after kernel boots.

= Dynamic linkers rely on printf debugging
= |ts helpful in porting to new architectures
= Adding more functionality or fixing bugs



Generating an ext2 root

filesvstem image

= Create a sysroot
= |nstall the packages into the sysroot
= Create device nodes

= makedevs -r <sysroot> -D <device table>

= Create an ext2 image

= genext2fs -b <size> -d <sysroot> -1 8192
<image>.ext2



$ cat /homes/kraj/work/oe/openembedded/Tiles/device_table-minimal. txt
#<path> <type> <mode> <uid= <gid= <major> <minor> <start> <inc> <count=
#/dev/mem C 640 8 B 1 1 g 8 -
&
#type can be one of:
' A regular file

Directory

Block special device file

.F
d
c Character special device Tile
b
p Fifo (named pipe)

fdev
fdev/initctl
/dev/apm_bios
fdev/The
fdev/hda
fdev/hda
JSdev/kmem
Sdev/mem
Fdev/null

T55h
GoeE
G6oE
606
6G0E
6G0e
640
640
666
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Compiling uClibc Id.so for

debuqgqginc

= Compile uclibc with debug information

make CROSS=/scratch/oe/gemuarm/cross/armv5te/bin/arm-oe-
linux-uclibceabi- menuconfig

uClibc development/debugging options
submenus --->. Highlighted letters are hotkeys. Pressing <Y> sele
r Search. Legend: [*] Teature is selected [ ] feature is excluded

} Cross-compiling toolchain prefix
} Enter any extra CFLAGS to use to build uClibc
. uClibc with debugging symbols

(
(
[
[ ] Build uClibc with run-time assertion testing

[ ] Build the shared library loader with debugging support

[ ] Build the shared library loader with early debugging support
[ ] Build malloc with debugging support

(-Wall) Compiler Warnings

-*- Enable extra annoying warnings

[ ] Compile all sources at once into an object

[ ] Manuel's hidden warnings

1



Debugging early startup

userspace with QEMU

= Find out entry address of Id.so

objdump -f ld-uClibc.so.0 |grep start

start address 0x00000edO

= Find the load address of Id.so

= On a booted target use gdb's command info shared

= Use SUPPORT LD DEBUG EARLY which dumps
the address

= Add entry address and load address to get the
final virtual address



Debugging early startup

userspace with QEMU

= Launch QEMU system emulation

= Use add-symbol-file <address> to load the
debug info to right address.

= Set breakpoint in _dl get ready to run ()

(gdb) b dl get ready to run

Breakpoint 1 at 0x40005f94: file ldso/ldso/ldso.c, line
366.



Debugging early startup

userspace with QEMU

= Connect to remote target
= 'Continue’ should hit the breakpoint in Id.so

Breakpoint 1, _dl get_ready_ to_run (cpnt=0x400af/3t, load_ addr=0x40007158, auxv
366 nextp = uUNsSecure_envvars;

(gdb) c
Continuing.

Ereakpoint 1, _dl get_ready_to_run (tpnt=0x400a9730, load_addr=0x40007158, auxvt=0x0, envp=0x4000TE30, argv=0x40006b24) at ldso/ldso/ldso.c:366
366 nextp = unsecure_envvars;

(gdb)

Continuing.




= All can be put into a file that gdb reads

File Edit View Scrollback Bookmarks Settings Help

/scratch/oe/qgemuarm/work/gemuarm-oe-linux-uclibceabi/uclibe-0. 0, 2 1+gitrf26c576952cedbf8edecfc1b71c47addblbcc442-r34, 0 /git/1ib/1d-uClibc.so.

remote localhost:




Compile u-boot for running in

QEMU

= Download stable u-boot
= Compile for versatilePB

make

CROSS_COMPILE=/scratch/oe/gemuarm/cross/armv5te/bin/arm-oe-
linux-uclibceabi- versatilepb config

make

CROSS_COMPILE=/scratch/oe/gemuarm/cross/armv5te/bin/arm-oe-
linux-uclibceabi- ARCH=arm



Debugging u-boot in QEMU

= Invoke QEMU system emulator

= gemu-system-arm -M versatilepb -m 256
-kernel u-boot.bin
= Start ARM gdb in another window and load u-boot

//scratch/oe/gemuarm/cross/armv5te/b
in/arm-oe-linux-uclibceabi-gdb
-nx ./u-boot

= Connect to remote target i.e. QEMU
(gdb) target remote :1234



Debugging u-boot in QEMU

= Set breakpoints (say do_printenv () )

(gdb) b do printenv
Breakpoint 1 at 0x10081b8: file cmd nvedit.c, line 147.

Continue

= |ssue printenv command on u-boot CLI

VersatilePB # printenv

= Execution breaks at do_printenv in gdb

Breakpoint 1, do printenv (cmdtp=0x1015le4, flag=0, argc=1,
argv=0xfddef4) at cmd nvedit.c:147



Frontends to gdb

= Data Display Debugger (DDD)

= Uses gdb to control the target
= Provided rich GUI experience

= Eclipse CDT
= Insight



Happy Debugging
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