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secured communications
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+ the need for securgd communications

» world war Il Enigrﬁa cipher machine
- bank transfers 1(&

+ private data druqk‘]mctures from that
party, etc) (o @)

s crypto-what?
» what is SSL/TLS
» OpenSSL and libcrypto



alternatives

« Apple’s libsecurity t' |
- PolarSSL (used by OpenVPN)
« full list | "f(:"

e http://en. Wlklpe@}a org/WIk1/Compar1son
_of_TLS_implementagier

o http+ssh://?
» LibreSSL - OpenBSD's OpenSSL fork



http://en.wikipedia.org/wiki/Comparison_of_TLS_implementations
http://en.wikipedia.org/wiki/Comparison_of_TLS_implementations

concepts in cryptography
s
- plaintext/ciphertext

» block ciphers vs stp,égm ciphers
- symetric cryptography
. public key cryptogrdphy

S

* hash function _{(.-__}

» digital signature
» message authentication code

« digital certificates



security algorithms
———————
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* hash functions - MD/S ~SHA1

- authentication codes - HMAC
« cryptographic algonRhms

- symetric - Blowflsh{i DES, AES

Y

« public key - DSA/?{SA f.

« key agreement algorithms - Diffie-Hellman

« public key infrastructure



contents of a X.509 certificate

Contents of a typical digital certificate [edi
See also., X.509 § Structure of a certificate

« Serial Number: Used to uniquely identify the certificate,

» Subject; The person, or entity identified,

« Signature Algorithm: The algorithm used to create the signature,

¢ Signature; The actual signature to verify that it came from the issuer,

e Issuer: The entity that verified the information and issued the certificate,

« Valid-From: The date the certificate is first valid from.

« Valid-To: The expiration date,

» Key-Usage: Purpose of the public key (2.9, encipherment, signature, certificate signing...).
« Public Key: The public key,

¢ Thumbprint Algorithm: The algorithm used to hash the public key certificate,

¢ Thumbprint (also known as fingerprint): The hash itself, used as an abbreviated form of the public key certificate,



what is SSL/TLS

- cryptographic protogols, desighed to
provide communication security over
unsecured network

« provide connection"féturity by

« privacy - encrypt con';,;"":__
e pl
« authentication - prove ld ntlty through

certificates

s reliability - maintenance of secure connection
through message integrity checking



how SSL works
P ———————————
- four protocol layers

» record layer - form.a’t:; messages, incl.
Generated HMAC at the end

« ChangeCipherSpec protocol layer - one
message that signals.the beginning of secure
communication , 4.

« alert protocol - sends‘errors, problems or
warnings about the connection

« handshake protocol - establish a handshake
that begins secure connection



how SSL works (2)

fi

SSL SL Chang

Handshake| CiperSpec SSL Alert
Protocol

Protocol Protocol

SSL Record layer protocol

Application layer

TCP

Transport layer

Internet layer

Network layer



SSL handshake_

Sender Receiver
[ SYN 1 =
28 ms [ swax &
[ ACK | 2
ClientHello ServerHello A
_ _ 84ms Certificate —
ClientKeyExchange | ServerHelloDone “
ChangeCipherSpec  p---------- }:
oy 'S A N
\ S 40 ms ChangeCipherSpec =
‘/—/ Finished
Application Data eanssnsaolsnbesaasasasssssassssmmssssssmsssssaEssssssssssssssssmsssssssssssnend 168 ms /
196 ms _—_“‘_-_j_—’__ ......... _[ Application Data y
S-..-..-.'.-..-. .-:.-..-..-..-:. .............................................. 224 ms

v v



SSL handshake, 2-way authentication

SSL client

(1) client hello(crypto information, rand. number)

SSL Server

Public key client
Private key client

(3) Verify server certtificgf

check crypto paramete

S

(2) server hello(crypto information, server rand.

number

(3)Server certificate, incl. Public key,
client certificate request (optional)

(4) client key exchange

Send secret key information (encrypted with server public key)
(5) send client certificate

(7) client finished

(8) server finished

(9) Exchange messages

< (encrypted with shared secret key)

Public key server
Private key server

(6) Verify client certtificare,
(if required)



before we start programming
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Learn to code C
propprly I
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good programming practices
e
« clear design |

-"fé;

» coding style (indent?jg_'[on mattérs too!)
- compiler warnings |
s+ code versioning systems

« code reviews \ '\

=
- static code analyzgrgw N

s« unit testing
» fuzz testing
« automation testing

s dociimentation



good C coding practices
s
- input validation -

- bounds checking -
« string manipulation/a

« initialize data
« sanitize output

= proper cleanup ,.

« error checking

« principle of least priviledge and priviledge
separation

« keep it simple



good C coding practices (2)
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+ Build a habit of applying those! ,

« All of them! :/n

« Always!
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Apple’s gotofail bug

y

http://opensource.apple.com/sour Eecurity/Security-
55471/ libsecurity_ssl/lib/ sleeyExE",;a_a*ﬁf’ée.c

- 1
static 0SStatus . .
SsLverifySignedServerKeyExchange(SSLContext *ctx, bool 1sRsa, SSLBuffer signedParams,
uint8 t *signature, UIntl6 signaturelLen)
v {

0s5tatus err;

if ((err = S5LHashSHAl.update(&hashCtx, &serverRandom)) != 0)
goto fail;

if ((err = SSLHashSHAl.update(&hashCtx, &signedParams)) != 0)
goto fail;
goto fail;

it (({err = SSLHashSHAl.final(&hashCtx, &hashout)) '= 0)
goto fail;

fail:
SSLFreeBuffer(&signedHashes);
SSLFreeBuffer (&hashCtx);
return err;

H



Apple’s gotofaiil bug (2)

hashOut.data = hashes + 55L MD5 DIGEST LEN;

hashOut.length = 55L SHAl DIGEST LEN;

- if
+ if
- if
+ if
if
if
if
+
if

[ (err
[ (err
goto

[ (err
[ (err
goto
[ (err
goto
[ (err
goto
[ (err
goto
goto
[ (err
goto

= SELFreeBuffer(&hashCtx, ctx)) l= 0)

= SELFreeBuffer(&hashCtx)) l= 0)

fail:

= ReadyHash(&S55LHashSHAL, &hashCtx, ctx)) l= 0)

= ReadyHash(&S55LHashSHAL, &hashCtx)) l= Q)

fail:

= 58LHashSHAL.update(&hashCtx, &clientRandom)) l= Q)
fail:

= 58LHashSHAL.update(&hashCtx, &serverRandom)) l= Q)
fail:

= 55LHashSHAL.update(&hashCtx, &signedParams)) l= Q)
fail:

fail:

= 58LHashSHAL.final (&hashCtx, &hashOut)) l= 0)

fail:



OpenSSL’s heartbleed

HOW THE HEARTBLEED BUG WORKS:

SERVER, ARE YOU STiLL THERE?
IF 50, REPLY *POTATO" (6 LETTERS).

)

ser Meg wents these 6 letters: POTATO.

ser Meg wants these 6 letters: POTATO.

0
o
o

SERVER, ARE. YOU STILL THERE?
IF 50, REPLY "BIRD" (4 LETTERS).

fthese 4 letters: BIRD.

]
f

y

SERVER, ARE YOU STILL THERE?
IF S0,REPLY "HAT" (500 LETTERS),

/

ser Meg wants these 500 letters: HAT.

HAT. Lucas requests the "missed conme
ctions” page. Eve (administrator) wen

ser Meg wants these 500 letters: HAT.

s to Set Server's master key to "L4E
350365347, Isabel wants pages about |
snakes it not too loog". Uasr Haren
\nﬁl'\t-‘s h(: (hﬂﬁir.. aﬁ:u)unt m&mrﬂ to




OpenSSL’'s'heartbleed (2)

¢ http://git.openssl.org/gitweb/?p=openssl.git;a=commitdiff;h}fm7504

— — = - R 2 - —a —— -y —— -——— - =

53 e o o o o e e e e e e e ) ) ) ) ) ) ) ) P P P P P P P e s s o
64 ¥ --- crypto/openssl/ssl/t1_lib.c (revision 264059)

B85 +++ crypto/fopenssl/ssl/tl lib.c-(working copy)

66 ¥ @@ -2486,16 +2486,20 @@ tlsl process _heartbeat(SSL *s)

67 unsigned int payload;

68 unsigned i1nt padding = 16; /* Use minimum padding */

[S1=]

70 + 1t (s-=msg_callback)

71 + s-=msg_callback(0, s-=version, TLS1 RT_HEARTBEAT,
72+ &s->s3->rrec.datalo], s-=s3-=rrec.length,
73 + s, s->msg_callback_arg);

74 +

75 /* Read type and payload length first */

76 + if (1 + 2+ 16 = s->s53->rrec. length)

77+ return 0; /* silently discard */

78 hbtype = *p++;

79 n2s(p, payload);

80 + if (1 + 2 + payload + 16 > s->s53->rrec. 1

21 + return 0; /* silently discard per RFC 6520 sec. 4 */
82 pL = p;

83

84 - 1t (s-=msg _callback)

a5 - s-=msqg_callback(0, s-=version, TLS1 RT_HEARTBEAT,
25 - &s-=>s53-=>rrec.datalo], s-=s3-=rrec.length,
87 - s, s-=>msg_callback_arg);

28 -

=ls] 1f (hbtype == TLS1 HB REQUEST)

90 1

g1 unsigned char *buffer, *bp;

o2



OpenSSL's heartbleed (3)

« “First, | have yet to see a S5L llbrary where the
source code is not a mgt}tmare Poul-Henning
Kamp, 2011-02-15

= “It is, bar none, the worst library | have ever
worked with. | can not believe that the internet is
running on such a ridiculous complex and
gratuitously stupid pleCan? code.” Marco
Peereboom, 2009 (& % ek

s “"Catastrophic” is the rlgh word. On the scale of
1 to 10, this is an 11.” Bruce Schneier, 2014-04-09

s “OpenSSL is not developed by a responsible
team.” Theo de Raadt, 2014-04-08



OpenSSL's heartbleed (4)

« “I'm writing this on the third day after the
"Heartbleed” bug in OpepSSL devasted internet
security, and while | have been very critical of the
OpenSSL source code since-l-first saw it, | have
nothing but admiration fo& the OpenSSL crew and
their effort.

In particular conSIdermgiWhat they re paid for it.

But software is written by Lpeople, real people with
kids, cars, mortgages, leaky roofs, sick pets, infirm
parents and all other kinds of perfectly normal

worries of an adult human being.” Poul-Henning
Kamp, 2014-04-11




test! test! test!
I ———————————————

* "Every time | think “this change is so
simple, it doesn't need any_tests,” it
breaks in some horrible, unpredictable
way. EVERY. TIME.';&Ajslav- Marohnic, 21-12-
2013 \ O ¥




Debian Random generator bug,
2008

y

« Know what your code is doing

RANDOM NUMBER

int getRondomNumber()

return 4. // chosen by fair dice roll.
// Quaranteed to be random.

}
i< | < Puv QU Nesr> J >

PERMAMENT LINK TO THIS COMIC: HTTRffkCD.comf221 f




OpenSSL A(\chltecture




OpenSSL command-line interface

2R L L Llaf e AL e L DT e fOWS AT L L

OpensS3SL> 2
opens=sl:Error : v

Standard Ccomuoands

camellia—1Z8—cho
camellia—-Z5e—cho
casth—clha

des
des—a=de
des—ade3
des—ofl
idea—clo
oz
rozZ—ocfl
rcd4—40

roS—aeclk
scaed-—ocfl

CpensSsL> ]

i= an invalid

asnlparse A

or 1l crlipkosTTs
dhpar am dAsa

=C P ar arm =1nc

ogenddh gendsa

nsecy OCS

pkos7 rko=sag
pkevut 1 P E ime

r=sa r=sautl

s _time sess_id
sphkac Srp

wersion =509
Message Digest commands (ses the
rocl<d mclS

=s=ha shal

Cipher commands (=2ese the “enc!
ass—128—cho ascss—128—=clh
ass—Z5S&c—cho ass—2"5&8—=clk
bf—chao bf—cfl

camellia—128—ech
camellia—=Z5&8—=ech
castS—ocflh
des—clac
des—asde—chao
des—aede3 —olao
des3

idea—cfl
roZ—40—clha

ro —eck

raS

roos—ofls

sced-—a=cl

Tdgst!

command for more

Cormnnanc .

ciphers
dost
dsapar am
encgins
ogenplkey
pas=swcl
plkey
rand

=2 olient
sSmime

=

cornmnaricl
mclo 2

ascss—19Z —cho
bas=sc4g
bhbf—ech
cam=llia—19Z2 —cho
cast
castS—aecl
des—cfl
des—asde—ocfl
dAes—aede3—oflh
desx
idlea—aecl
roZ—ed4—clo
rozZ—ofl
roS—cho

seaecl
seaed—oflh

CINS

ch

=
SErrstr
ogeEnrsa
pkocsl12
pPlkeviar am
reof

2 SErver
Sspeaecd
wer 1 Ew

fTor more details)

rmddl &0

detail=s)

acss—19Z —eclh
b E

bhf—ofl
cam=llia—19Z —=ch
cast—cho
castS—ofls
des—acl
des—asde—ofl
des—aede3—-—ofl
idea
idea—ofl
ro—clo

g

rocs—cfth
sced—cho



generating message digest/HMAC

/

/4

4

e —

\
syrinx:demetra:/openssl dgst -md5 openssl-verify-certs.png

MD5 (openssl-verify-certs.png)= 6d3d806d8b178dla’753ed6/786feb1ffd

syrinx:demetra:/openssl dgst 1$€al openssl-verify-certs.png
SHA1 (openssl-verify-certs.png)
dbf8ffOea8f6b41b9022d31b0eb3ce6&@09b325f

syrinx:demetra:/openssl dgstkﬂgﬁglJﬁh ac 'burgaslab' openssl-
verify-certs.png N /‘4 1

HMAC-SHA1 (openssl-verify-certs. p-q@—
6eb5396d098a68022d47e18£0a3¢c153d53847dd2
syrinx:demetra:/



encryption/decryption
I —

syrinx:demetra:/echo "This is plaintext!" > plaintext.txt j
7/

syrinx:demetra:/openssl enc -e -aes+256-gle -in plaintextitxt -out plaintext.bin
enter aes-256-cbc encryption password:
Verifying - enter aes-256-cbc encrypti

P
1 password:

syrinx:demetra:/openssl enc -d -aes-256-cbc -in plaintext.bin -out plaintext2.txt
enter aes-256-cbc decryption password:

syrinx:demetra:/cat plaintext2.txt

This is PDIECEEEESE—_

Ny
syrinx:demetra:/openssl enc -d -aes- 256 égp -in plalntext bin —cluFe Ntext2 . CXE
enter aes-256-cbc decryption password: &1
bad decrypt Y LN
34379021208 :error:06065064: dlgltaL enwéfope routines:EVP DecryptFinal ex:bad
decrypt: /usr/home/syrlnx/freebsd—‘-curr v 13 L1 b=
01/head/secure/lib/libcrypto/../ .\ Ad. / crynie X sl/crypto/evp/evp EEnC: 546
syrinx:demetra:/ peC

L

syrinx:demetra:/openssl base64 -e -aes-256-cbe -in plaintext.bin -out plaintext.asc
enter aes-256-cbc encryption password:

Verifying - enter aes-256-cbc encryption password:

syrinx:demetra:/cat plaintext.asc
U2FsdGVkX1/Eg+RX++d7VhWEAIS8HgyP7WpR341i0OnxadwV1Szsvzydef2XKydpzU
8SWpieTUOLE7TKJ1I3N8ICzlglh+H6pgK/95KsDPUKU=




OpenSSL programming -
encrvbpt/decrvpt

EVP CIPHER CTX ctx; j

-

memcpy (1v, keyb, ENC AES IV SI
1f (decrypt == 0) {
if (EVP EncryptInit (&ctx,
error = EoCENNER RN -
goto cleanup,

i |

es 128 cfbl28(), keyb, iv) != 1) {

EVP EncryptFinal (&ctx,. b+ outl, &outl) != 1)
error = EX DATAERR;

} else {
if (EVP DecryptInit (&ctx, B es 128 cfb128(), keyb, iv) = 1 ||

/)(
if (EVP_EncryptUpdate (&ctx, H &outd, inb, inl) !'= 1 ||

EVP_CIPHER_CTX_set%padM 0) !'=1) |
error = EX_DATAERR;‘;\ . 3
goto cleanup;
} A
IEN(EVP DecryptUpdate (&Cctx, "outDy aaiub-tr” daion™ inl) != 1 ||
[aERNEERysEETnal (&CLX, foutb +eEtry woutl) != 1)

error = EX_DATAERR;
}

EVP CIPHER CTX cleanup (&ctx);




OpenSSL programming - create keys

/
r &client'certificate

» create CA cert, serve
request/keys, sign csr"

syrinxfdemetra: /mkdir -p calprivate

syrinxfdemetra:/chmod 700 ca/private

syrinxfdemetra:/openssl req -x509 -days 3650 -newkey rsa:l0Z4 -keyout ca/private/ca.key -out calca.crt
Generating a 1024 bhit BSA private key

................. ++++++

.............................................................. ++++++

Writing new private key to 'ca/private/ca.key'

Enter PEM pass phrase:l
(LW =
. L L N

syrinxfdemsetra: /mkdir —-p server/private

syrinxfdemsetra: /chmod 700 server/privatce

syrinxfdemetra: fopenssl genrsa —out serwver/private/server.key 1024
Generating BESA private kevyw, 1024 kbit long modualus

......... ++++++
.............................................................. ++++++

e is 685537 (0=x10001)

syrinx@demetra: fopenssl req —new —-key server/private/server.key —-out server/sServer.csr
Tou are about to be asked Lo enter information that will ke incorporated
into yvour certificate redguest.

What vou are about to enter 1is what is called a Distincuished Namese or a DIN.
There are cuite a few fields=s but vou can leave =sSome blank

For some fields there will be a default wvalue,

If wou enter '.', the field will be left blank.

Country MNames (2 letter code) [AU]:.




OpenSSL - create keys(2)

syvrinx@demetra: fmkdir —p client/privace

syvrinx@demetra: fchmod 700 client/privace
syrinxxldemetra: fopenss1l genrsa —outbt client//private/client.keyw 10Z4
Generating BRSA private kewy, 1lO0Z49 bit long modualus

= i= Be5537 (O=x1000L1)

syvrinx@demetra: fopenssl recg —new —kewy client/privatesclient.key —out client/oclient.osre
Tou ares about to be asked to enter information that will be incorporatedcd

into wvour certificate recuest.

WThat wvou ars about tCo enter i= what is called a Distinguished Nams or a DIN.

There are cuite a few f£ields but vou can leawve somes bhlank

For somse fields there will e a default wvalues,

If wou enter '.', the fisld will bkbe left klank.

Country MNames (Z letter code) [AU]:. -

gyrinxfidemetra:/openssl x5059 -req -days 1460 -in server/server.csr -CA ca/ca.crt -Chkey ca/private/ca.key -ChAcreateserial -out serve
r/server.crt

-ilgnature ok

subiject=/C=BG/5T=Burgas/L=Burgas/0=sotirova/Cl=sotirova/emaillddress=shteryanafyahoo.com

Getting CL Private Key

Enter pass phrase for ca/private/ca.key:

syrinxfdemetra:/openssl x509 -req -days 1460 -in client/client.csr -CA ca/ca.crt -Clhkey ca/private/ca.key -Chserial ca/ca.srl -out
client/client.crt

signature ok

subject=/C=BG/5T=Burgas/L=Burgas/0O=shopova/Cl=shopova/emailAddress=syrinxffreehsd.org

Getting CA Private Key

Enter pass phrase for cafprivatefca.key:l

g



OpenSSL - test certificates

subject=/C=BG/5T=Burgas/L=Burgas/0=shopova/Cl=shopova/emailiddress=syr inxffreehad. org
issuer=/C=BG/3T=Burgas/L=Burgas/C=shteryana/Cl=shteryana/emailiddress=shteryanafiqmail.com
shared ciphers:ECDHE-BSA-AESZ56-GCN-5HA3B4  ECDHE-ECDSA-AESZ5E-GON-5HA3B4  ECDHE-RSA-AES256-5HA384  ECDHE-ECDSA-AES256-5HA3B4  ECDHE-REL [
-AE5256-5HA: ECDHE-ECDSA-ARS256-5HA: SRP-D55-AE5-256-CBC-53HA: SRP-R3A-AES-256-CBC-5HA: DHE-D35-AES2 56-GCH-5HA384 : DHE-RSA-AES256-GCM-5HA3
B4:DHE-RSA-AES256-5HAZ 56 DHE-DS5-AES256-5HAZ 56 DHE-RBSA-AES256-5HA  DHE-D55-AE5256-5HA: DHE-RSA-CANELL TAZ 56-5HA : DHE-DS5-CAMELL TAZ SE-5HA
(ECDH-BSA-AES256-GCH-5HA3 84 ECDH-ECDSA-AESZ 56-GUN-3HA384 ( ECDH-B5A-AES206-5HA384  ECDH-ECDSA-AES2 56-5HA384 : ECDH-RSA-AES2 56-5HA ECDH-EC :J
DSA-AESZ5E-5HA: AES25E-GON-5HA3Ed: AES20E-5HAZ 56 AES2 5e-5HA: CANELL TAZ56-5HA ECDHE-R5A-DES-CEC3-5HA: ECDHE-ECDSA-DES-CEBC3-53HA SRP-D35-3D
E53-EDE-CEC-SHA: SEP-R5A-3DES-EDE-CBC-SHA: EDH-RSA-DES-CBC3-5HA: EDH-DS5-DES-CEC3-5HA ECDH-R3A-DES-CBC3-53HA ECDH-ECDSA-DES-CBC3-5HA: DES-
CBC3-3HA:ECDHE-BSA-AES128-GCN-SHAZ 56 ECDHE-ECDSA-AES 128 -GCH-5HAZ 5e ECDHE-RSA-AES128-5HAZ 56 ECDHE-ECDSA-AES 128-5HAZ 56 ECDHE-R3A-AES 12
B-5HA:ECDHE-ECDSA-AES128-5HA: SRP-D55-AE5-128-CBC-GHA: SRP-RoA-AES-128-CBC-5HA DHE-DS5-AES128-GCN-SHAZ 56

CIPHEE is ECDHE-RSA-AESZ5E-GCN-3HAZE4

Secure Renegotiation IS supported

ERRQR

shutting down 55L

CONNECTICN CLOSED

ACCEPT

“LIAC

syrinxfdemetra:/openssl s server -CAfile ca/ca.crt -cert server/server.crt -key server/private/server.key -Verify 1

verify depth is 1, must return a certificate

Using default temp DH parameters

Using default temp ECDH parameters

ACCEPT

i

(W

Start Time: 1398421735
Timeout : 300 (sec)
Verify return code: 0 (ok)

*C
syrink:demetra:/openssl s client -CAfile ca/ca.crt -cert client/client.crt -key clientfprivatefclient.keﬂ] :J




setting up an unsecured connection
I —

BIO * bio; /
int x; b j;
if ((blo = BIO new_connect ("hoestngme:port")) == NULL ||
BIO do connect (bio) <= 0) {Imﬁﬁb
/* Handle failed connectioni*/

}

if ((x=EEEEEEEREEEROPO T, . I\en) ) \<= O P
/* Handle error/closed connectionh _*/

BIO reset (bio); /* reuse the conyecthen */
BIO free all(bio); /* cleanup */ P

Lo ‘(’M




setting up a secured connection
I —

SSL CTX * ctx;
SSL * ssl;

if ((ssl = SSL CTX new (SSLv23 client method())) == Nuii)
err(l, "SSL CTX new()); -

i |

/s”
5 locationgﬁ;t?, "/path/to/TrustStore.pem", NULL) !=
2 _ : \

/* Handle failed load here */
SSL_CTC e
}

if EASERET = BIO_new_ssl_connectCéﬁﬁ*ﬁ:¥= NULL) | {
SSL CTX free(ctx); \ o
(1, nBIO_new_ssl_connect()i;‘En (¥

} o

BIO get ssl(bio, & ssl); f”' géﬁ‘w

SSL set mode (ssl, SSL_MODE_AUTOJ?Q@&%X'.4fff“m
/* Attempt to connect */ "

BIO set conn hostname (bio, "hostname:@os%");

/* Verify the connection opened and perform the handshake */

1f (BIO _do connect(bio) <= 0 || SSL get verify result(ssl) != X509 V OK) ({
BIO free all(bio);
SSL CTX free(ctx);
err (1, "BIO do connect()/SSL get verify result()");

}

BIO free all(bio);
SSL CTX free(ctx);



error detection & reporting
I —

I

printf ("Error: %s\n", J
ERR_reason_error_string (ERR g€t error()));

e

T
ERR print errors fp(FIEE *);

ERR prSSlsSROies (B 1O *) 5

CRYPTo_mem_ctrl(CRYPTQ_‘M@LCHECK;ON); /* XXX: really
needed? */ :
N

(void) SSL library indit @

Y
\ _
SSL_load_error_strfn&E(),V4

Py

.
il
°

printf ("Error: %s\n",
RS EEOENS ErIng (S5 get error ((Seammrwerr) ), NULL):;



OpenSSL - server example

SSL load error strings(); j
OpenSSL add ssl algorithms(); F
. y
1f ((ctx = SSL CTX new (SSLv23 server mg;hod())) == NULL)
fatalx ("ctx"); i . .

1f (!SSL CTX load verify locatlons(ctx, SSL CA CRT, NULL))
fatalx (' verlfy i

SSL CTX set client CANITSE(Ctx, SSL| load clientgCAffile (SSL CA CRT));

if ('SSL CTX use Certlflcate flle(ctx, SSL SERVER CRT, SSL FILETYPE PEM))
fatalx("cert")'

g ('SSL CTX use PrlvateKey file ( c:tz& SL SERVER KEY, SSL FILETYPE PEM))
fatalx (" key )

if (!SSL CTX check private key (ctx)y S
fatalx ("cert/key"); A A

SSL CTX set mode (ctx, SSL MODE AUTOBRETRY) ;

SSL_CTX_S€t_verify(ctX, SSL VE’RIEY% | SSL _VERIFY FAIL IF NO PEER CERT, NULL) ;

SSL CTX set verify depth(ctx, "lb /4'. e}'\ ;

/* setup socket - Socket()/bind()/liste=(1);/

for (; work != 0;) {
if ((s = accept(sock, 0, 0)) == -1)
err (EX OSERR, "accept");
sbio = BIO new socket (s, BIO NOCLOSE) ;

ssl = SSL new (ctx);
SEENsSet bio(ssl, sbio, sbio);
IR S Sl sccept (ssl) ) == —1)

warn ("SSL accept");



OpenSSL - client example

OpenSSL add ssl algorithms();

1f ((ctx = SSL CTX new(SSLv23 client method())) == NULﬁ)
fatalx ("ctx"); jﬁ

if (!SSL CTX load verify locations (e®x, SSL CA CRT, "NULL))
fatalx ("verify"); o

if (1SSL_CTX use certificate file/(Ct®, SSL CLIENT CRT, SSL FILETYPE PEM))
fatalx("cert")' \

if (!SSL _CTX use PrivateKey file(ctx, SSL CLIENT KEY, SSL FILETYPE PEM))
fatalx ("key") ;

1f (!SSL CTX check private kew(ctx)
fatalx("cert/key")'

SSL CTX set mode (ctx, SSL MODE IAU" RETRY

SSL CTX set verify(ctx, SSL VERIFY ER, NULL

SSL CTX set verify depth(ctx, ;_

/* setup connection */ j -

if ((hp = gethostbyname("localhzfé&
err (EX OSERR, "gethostbynam

/* init socket - socket () /confiéct ()

/* go do ssl magic */

ssl = SSL new (ctx); :

sbio = BIO new socket (sock, BIO NOCLOSE);

ERSet bic(ssl, sbio, sbio);

if (SSL connect(ssl) <= 0)
fatalx ("SSL connect");

1f (SSL get verify result(ssl) != X509 V OK)
fatalx ("cert");

printf ("connected to server!\n")

SSL free(ssl);

BIO free all(sbio);

SSL CTX free(ctx);




compiling and running the code
I —

J
J

- —

http: //people.freeb’s/’a;: org/;syrinx/presenta

tions/openssl/
» download, untar & I;Rake |
s needs l]bbSd for Lmu§/Ubuntu
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http://www.ietf.org/rfc/ rfc224(;i,_/.t>'if
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questions?

A GUIDE TO
UNDERSTANDING FLOW CHARTS

PRESENTED 1IN FLOW CHART FORM

— > GOOD b=
M
k.
‘LET'E GO| 6 DRINKS .
DRIMK .
F U

1T HATE
| YOu.

L)

GCREW IT.

sl (THFT WASN'T

| A quesTion)
WA,
| WHAT?

HEY, I SHOULD
TEY INSTALLING

FrReeBSDA




thank youl!
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